Technology Competence is Now an Ethical Issue
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In February 2021, California became the 39th state to adopt a duty of technology
competence when it added Comment 1 to Rule 1.1 (“Competence”) of the California Rules of
Professional Conduct. That comment explains that the duty of competence set forth in Rule 1.1
requires that all California attorneys “keep abreast of the changes in the law and its practice,
including the benefits and risks associated with relevant technology.” 1 This change places
California in sync not only with the majority of states, but also with the American Bar
Association (“ABA”), whose Model Rules of Professional Conduct require attorneys to keep up
with the ever-evolving uses of technology in the practice of law. 2
Even before California formally recognized a duty of technology competence as part of
the competence requirement, the state and its local bar organizations strongly recommended that
attorneys understand the basic risks and benefits of technology to ensure client confidentiality
and virtual safety. But what qualifies as technology competence remains unclear, as the general
language in Rule 1.1 leaves ample room for interpretation. Prior to the adoption of Rule 1.1, the
State Bar of California’s Standing Committee on Professional Responsibility and Conduct
(“COPRAC”) suggested that an attorneys’ duty of competence required them to assess, among
other things, their ability to assess the level of security afforded by technology, the degree of
sensitivity of information, and the appropriate steps that they must take to ensure that client
information remains secure. 3 When addressing attorneys’ ethical duties in handling discovery of
electronically stored information (“ESI”), COPRAC took the position that “a lack of
technological knowledge . . . may render an attorney . . . incompetent to handle certain litigation
matters involving e-discovery.” 4 Similarly, in 2012, the San Diego County Bar Association
(“SDCBA”) released an opinion stressing the vast amount of information that is digitally stored
and the new burdens of competence that come with technological advancements. 5
The duty of technology competence is more relevant now than ever, as the pandemic has
forced many attorneys into a completely virtual workspace. Nearly eight months after
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California’s stay-at-home order went into effect, the Orange County Bar Association (“OCBA”)
emphasized the need for technology competence as a part of attorneys’ ethical duties during
COVID-19. 6 The OCBA stated that attorneys using their own Wi-Fi and Zoom accounts for
videoconferencing must do so effectively and with the risks of those technologies in mind. 7 It
encouraged attorneys who lack the technical competence to do so to seek help from someone
who does. 8
In addition to the guidance set forth by various state organizations, other legal
publications, such as JD Supra and the ABA Journal, laid out their own opinions of what
technology competence might entail. After California officially recognized a duty of technology
competence, JD Supra suggested that attorneys should demonstrate general competence in video
conferencing tools, secure file transfer, research and brief-writing tools, and word-processing and
email tools. 9 Similarly, the ABA Journal encouraged all attorneys practicing virtually to install
security-related updates and use strong passwords, antivirus software, encryption, and VPNs. 10
While the scope of the duty of technology competence is far from settled, one thing is
certain: the use of technology in the practice of law is here to stay. The most recent legal blog
posts and opinions about the importance of keeping abreast with technology during and after the
pandemic are not overdramatic warnings. As of March of 2021, Zoom had 300 million
participants using its videoconferencing platform and over 450,000 business customers—
including many (if not all) of America’s major law firms. 11 The true number of people and
businesses using videoconferencing tools is even higher considering alternative platforms such
as Skype and Microsoft Teams each have several million regular users as well. 12
With increased use of videoconferencing tools comes brand new risks that can
compromise attorneys and their clients. Zoom bombing, a phenomenon where uninvited
participants intrude meetings, has become commonplace. 13 Intruders often share inappropriate
images, comments, and other offensive content. Many of these incidents could be prevented with
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simple security measures. For example, when hosting a videoconference meeting, attorneys
should remember to use a meeting password, instruct attendees to refrain from circulating the
meeting link, or consider using the “waiting room” feature that allows meeting hosts to permit or
deny access to the meeting.
Chat features on videoconferencing tools pose another potential security risk. Attorneys
should remember that messages that are not manually directed to another participant can be
viewed by all attendees. Platforms like Zoom and WebEx allow meeting hosts to save
transcripts of these chats for future reference. 14 Even the most basic features of
videoconferencing tools can undermine confidentiality and negatively affect attorneys’ ability to
do their jobs effectively. Attorneys should be mindful of whether they are on mute or video.
Disabling the audio and video functions as the default setting or habitually checking them at the
beginning of a meeting can help attorneys maintain privacy, security, and sometimes even
professionalism. Attorneys using their videoconferencing tools for personal and professional
purposes should also be mindful of their virtual name tags.
In addition to the new growing popularity of videoconferencing tools, attorneys should
continue to exercise caution while using everyday technology like email and shared cloud drives.
Inadvertent email transmissions are commonplace, so much so that the State Bar of California
adopted a rule about it. 15 To avoid this mistake, attorneys should consider writing the body of
their message before entering a recipient’s email address. Attorneys may also want to enable an
“unsend” feature to quickly undo accidental transmissions. While none of these features or tips
are new, they are effective in preventing unintentional breaches of confidentiality and help
attorneys abide by their duty of technology competence.
Similarly, attorneys who work in the “cloud” can exercise simple precautions when
uploading documents or other data into a potentially shared space. While platforms may vary in
their security features, attorneys should question their use of the cloud for highly sensitive
information. If it is absolutely necessary, attorneys should consider using encryption, pass
codes, and access permission requests when using the cloud. And if an attorney is unfamiliar
with these security and privacy features, they should obtain help from someone who is.
While technology has provided attorneys with tools to work faster and more efficiently, it
has also created a new set of technical and ethical challenges. California’s adoption of a duty of
technology competence will play a critical role in forcing attorneys to ensure that they are
equipped to handle these challenges.
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